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Privileged Access
sSecurity (PAS)

Discover, classify, and enforce least privilege and Just-In-Time
(JIT) access policies for all your privileged users.



Rapid. Automated. Secured.

With our patented Runtime Access Protection (RAP) technology, Silverfort
automatically discovers all admin users and their activities and protects them

with virtual fencing policies.

Once these virtual fences are in place, Silverfort PAS further secures admin
access with Just-In-Time policies that only grant time-limited access when
requested. You can enhance this protection even further with MFA.
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JIT Policy  Protected O Request reason upon activation

Activate JIT policy
This action will disable this account in AD. @

@ John Stones authenticated using a weak
encryption to an SPN belonging to
svc_admin, who is a domain admin. John
Stones denied an MFA to this authentication.

Seamless operation. Uncompromising security.
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Automated discovery and classification

See all privileged accounts and classify them
into different tiers based on the privileges
they use. Determine if regular accounts are
being used with privileged intent.
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Virtual fencing

Only allow admin accounts to access the
resources they need while blocking access
to everything else.
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Seamless Just-In-Time access

Decrease unnecessary access and reduce
the identity attack surface by enforcing JIT
policies on domain privileged accounts—
with a single click.
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How Silverfort PAS
works with PAM.

Silverfort PAS can be used to protect privileged access users
in any of the following scenarios:

« Standalone solution: PAS is deployed to discover and
protect all privileged users in your environment.

« Complementing PAM gaps: PAS provides immediate
protection to all the privileged users that aren't yet
onboarded to the PAM, so you can maintain security
while completing your PAM journey.

« Enhancing PAM protection: PAS enforces virtual fencing
policies on the users onboarded to your PAM to
eliminate PAM bypass, while also adding its non-
intrusive JIT and MFA.
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The Silverfort Identity Security Platform

All environments & resources
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Identity security: Mitigate the risk of compromised credentials.

PAS plays a key part in Silverfort’s mission to deliver comprehensive identity security
and mitigate the risk of malicious access with compromised credentials.

The Silverfort Identity Security Platform achieves this with its three core capabilities:

« Continuous discovery of every user account and its activities within your hybrid environment.

« Risk analysis of every account's security posture and every authentication and access attempt.

« Real-time enforcement that blocks unauthorized and malicious access.

Silverfort covers all users, all resources, and all on-prem and cloud environments, so you can secure
your entire identity attack surface with a single, easy-to-deploy solution.

Learn more about PAS

About Silverfort

Finally, the identity security platform you deserve.
Silverfort connects to your entire infrastructure to
protect it from within. By breaking down silos and
eliminating blind spots, Silverfort is the first to give
businesses visibility into their whole network of
identities and secure every identity, every resource,
and every environment—all the time.
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